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SAMHSA TECHNOLOGY STANDARDS

This document establishes standards for Information Technology and Information Security
documentation. These standards will maintain consistency in our Information Technology and
Information Security programs. NOTE: Technical standards not listed here must receive prior
approval from SAMHSA's Office of the Chief Information Officer (OCIO). All proposed cloud

services must be FEDRAMP approved.

Web Services/Database/OS/Security Technology Standards

Technology Standard Name

Supported Standard

Database Technologies

* Oracle 11g
SQL Server 2012/ 2014
MySQL 5.5/5.6

Web Hosting

Internet Information Services (1I1S) 8.5
Apache 2.4

Web Traffic Monitoring

* Google Analytics

Server Operating System

e Ubuntu 14.04
e RedHat7.2
« Windows Server 2012 R2

Search Engine

» Google Search Appliance 7.2/ 7.6

Testing Software

Web and Application Technology

508 Testing

« JAWS 12

« JAWS 10
 Acrobat 9

* Wave Toolbar
.NET

« ASP.NET

« .NET45

Integrated Development Environment (IDE)
* Microsoft Visual Studio 2015
» Eclipse

Web Content Management System
(WCMS)

e Drupal 7
 MS SharePoint 2013

Web Browser

Desktop Applications

* MS Internet Explorer 11+
* Google Chrome

* FireFox

Mobile Applications

* MS Internet Explorer 11+
* Google Chrome

* Safari

Cloud Hosting Services

« Amazon Web Services

Desktop Software

e MS Office Suite 2010
e Adobe Reader X
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Mobile Development Platforms * 10S version 8.0+
* Android version 4.3+
*  Windows
* IBM MobileFirst
Security Encryption

HTTPS/Secure Socket Layer (SSL)
Open Web Application Security Project
(OWASP)

Enterprise Identity Management

Security Assertion Markup Language 2.0
(SAML)

Reporting Tools

Cognos
SQL Server Reporting Services (SSRS)

Statistical Analysis Reports

Statistical Package for Social Science (SPSS)
Statistical Analysis System (SAS)

Geocoding

Google Maps
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